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ZA/\aAvA0Og (Y

- SSHZABASEEREE (SSH Public Key Authentication, SSH=Secure Shell)
[ZHD<
— ECDSA, Ed25519CHR[gE T AY---
« FIE(PCLICEEFDEINHNIETDITERR)
— Windows: CygwinZiLs E(F5, Mac:Unix: Terminal#Z B)
- OPCLTH (MER, AR ZTERMTS
- IRRTU—X(Passphrase) : 82325 ED=bD/N\RXT—F
« ZM/NRXTL—X (empty passphrase) JIEZ 1L !
— @QR/NAVKR—=RIILFANZOT AT B
o TUA—MSEEEEIN-FIAEID 100XYZ) ET#EA/ SR T —FK 1%

« IR—BILYARZOT A%, INRT—K (Password) TR aRKHoNB, FH, FHAXFEEIC
BLRBENHLIDTEIETH L

— @R/NAVKR—ZI Y AT NS I1ZFEEFT S
— @PCHBsshIZ&->TR/N\aAVIZAY AT 5
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AOPC LT (FuF i, AR 4Rk (1/3)

$ ssh-keygen -t rsa

Generating public/private rsa key pair.
Enter file in which to save the key (/home/user/. ssh/id_rsa)m

Sl PR TG AR Tl EERIER)] Your Favorite Passphrase | Return |

Enter same passphrase again JEINuiy T uuanumes | Return |
Your identification has been saved In /home/user/.ssh/id_rsa.

Your public key has been saved in /home/user/.ssh/id_rsa. pub.

The key fingerprint is:
SHA256 : vt880+PTcscHkOyabvxG jeRsMWLAWds+ENsDcReNwKo naka jima@KNs—NEW-VAIO
The key' s randomart image is:

+———[RSA 2048]——+

. 0=00. 0+ EIEFIE

+_ +g;: e - ssh-keygen -t rsa <Return>
+0B. <Return>

e S lifE7iPassphrase <Return>

. =.0 [elCPassphrase <Return>

_;ESEOO_TL [22MPasspfirace [TEEx

+————[SHA56] —————+



2024/1/19

AOPC LT (FuF i, AR 4Rk (1/3)

$ ssh-keygen -t rsa

Generating public/private rsa key pair.
Enter file in which to save the key (/home/user/. ssh/id_rsa)m

Sl PR TG AR T W EER Y] Your Favorite Passphrase | Return |

Enter same passphrase again JEINuiy T uuanumes | Return |
Your identification has been saved In /home/user/. ssh/id_rsa.

Your public key has been saved in /home/user/.ssh/id_rsa. pub.

The key fingerprint is:
SHA256 : vt880+PTcscHkOyabvxG jeRsMWLAWds+ENsDcReNwKo naka jima@KNs—NEW-VAIO
The key' s randomart image is:
+———[RSA 2048]——+

. 0=00. ot \—
og0-o [l
. +O+.
+0B. <Return|> | |

S0 *0% —
B Bo <Return|> E&er
.=oB o + HETLT5IEWisteriaziE '

.+0+*0 . A

+————[SHA56] —————+
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AOPC LT (FuF i, AR 4Rk (1/3)

$ ssh-keygen -t rsa

Generating public/private rsa key pair.
Enter file in which to save the key (/home/user/. ssh/id_rsa)m

Your Favorite Passphrase m

.ssh/id_rsa.
Your public key has been saved in /home/user/.ssh/id_rsa. pub.

The key fingerprint is:
SHA256 : vt880+PTcscHkOyabvxG jeRsMWLAWds+ENsDcReNwKo naka jima@KNs—NEW-VAIO
The key' s randomart image is:

+———[RSA 2048]——+

. 0=00. 0+ EIEFIE

+_ +g;: e - ssh-keygen -t rsa <Return>
+0B. <Return>

e S lifE7iPassphrase <Return>

. =.0 [elCPassphrase <Return>

_;ESEOO_TL [22MPasspfirace [TEEx

+————[SHA56] —————+
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DOPCLTHE (FF R, NBIR) ZFEE (2/3)
$ cd .

$ Is

id_rsa >R (Private Key)
id_rsa. pub =2\ (Public Key)

$ cat id_rsa. pub

ssh-rsa
AAAAB3NzaG1yc2EAAAADAQABAAABAQDa6 InmOYYaCrW jQDuk j iNETfdW8veUwdyZtEI30DuOA2
8eeybpOwbt17JB09xn11707HG4yYvOM81+/n|AHYS5tAfJ|y0dsPz jTgdTBLdgi3cST5pWEY6U
96yaErOE i 8Wge1HkXrhcwU jGDVTzvTORefe6zLdRziL/KNmmesSQfR51sZ/ihs jMgFxGaKsHH
a/lErCtHIT1f9V/Ds2y j6vkAaWH6asBn+ZsR i RFvwHPhkYAnp/ j3LY6b8ATag0p4WZRenh/Hg
ySWTYIGi8x67VzMaUIm9q|KOQFMCaK2r i vX1fmbwyWJ/vrWDqiek6YXoxLDu+GPeQ4CPvxJcZ
ngF9gf3 nakajima@KNs—-NEW-VAIO

EELF5|1EIWisteriaREk )




DL RBEEIE—(3/3)

$ cd .ssh ﬁ{'ﬁ?—ﬂﬁ

$ 1s « catid_rsa.pub <Enter>

{4 rea « “ssh-rsa”|lZh—VILZEEhHE
id_rsa.pub - ZEDIMakajima@KNs-NEW-VAIO |EZTEHBH, ZCZIC

EFHNEFENTNDIGEEFENHT . BTEIBIZHFITRT,
$ cat id _rsa.pub

ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABAQDa6INmOYYaCrWjQDukjiNEfdW8veUwlyZtEI30Du®A
28eey6pOwbtI7IBO9XNI1707HGAYyYVOM81+/n1AHY5tAfI1y0dsPzjTgdTBLAgi3cST5pWEY

6U96yaEroEi8WgelHkXrhcwUjGDVTzvTORefe6zLdRzil /KNmmesSQfR51sZ/ihsjMgFxGakK
SHHq/IErCtHIIIf9V/Ds2yj6vkAaWH6asBn+ZsRiRFvwHPhkYAnp/j3LY6b8QfqgOp4WZRen

h/HgySWTYIGi8x67VzMaUlm9qlKOQFMCaK2rivX1fmbwywWd/vriWDgqiek6YXoxLDu+GPeQ4CP
vxJcZnqF9gf3 nakajima@KNs-NEW-VAIO
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@R /NRAVR—FILBTALMZBT 12 (1/3)
MHER L I—DDRAENIT7 I

t00XYZ PASSWORD
HEmER 42— HRERE 42—
MioE S = M oE TSN T=H]

FA#&ID (t00XYZ) HA/ SR —| (8#1)
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FIRAXZER—Z2ILY A

. BAE

— https://wisteria-www.cc.u-tokyo.ac.jp/cgi-bin/hpcportal.ja/index.cqi

— https://www.cc.u-tokyo.ac.jp/supercomputer/wisteria/service/
* English

— https://wisteria-www.cc.u-tokyo.ac.jp/cqi-
bin/hpcportal.en/index.cqi

HETLFE|=WisteriaZig |
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https://wisteria-www.cc.u-tokyo.ac.jp/cgi-bin/hpcportal.ja/index.cgi
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@R /RaAVR—B LY A BT 12 (2/3)

https://wisteria-www.cc.u-tokyo.ac.jp/cqi-bin/hpcportal.ja/index.cqi

ERERLA—A EHREEELA—h
LIEfESnE=FIAE SEfFINT-FHI/N
ID (t00XYZ) 27—k
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https://wisteria-www.cc.u-tokyo.ac.jp/cgi-bin/hpcportal.ja/index.cgi
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A

QS 2B Z % (id_rsa.pub)

N

ssh-rsa
AAAAB3NzaC1yc2EAAAADAQABAAABAQDa6INmOYYaCrWjQDukjiN
EfdW8veUwJyZtEI3oDu0A28eey6p0wbtl7JB09xnI1707HG4yYVvOM81+/
nlAHy5tAfJly0dsPzj TgdTBLdgi3cSf5pWEY6U96yaErOEi8\Wge1HkXrhew
UjGDVTzvTORefe6zLdRziL/KNmmesSQfRSIsZ/ihsjiMgFxGaKsHHq/IErC
tHIIfOV/Ds2yj6vkAaWH6asBn+ZsRiRFvwHPhkYAnp/j3LY6b8QfqgOp4
WZRenh/HgySWTYI1Gi8x67VzMaUIm9qIKOQFMCaK2rivX1fmbwyWJ/vr

WDqiek6YXoxLDu+GPeQ4CPvxJcZnqF9gf3 nakgjima@KNs-NEW-
VAIO

[SSH/ BRI & §% 1 %= IR
5e1FECopyLi=lid_rsa.publZBEY T35 (ATITER  ZEITIZA
S>TWAZELHB) HELF3IE Wisteriadess

[Z8x1%0)v9
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@ SFELATHELIEE X (id_rsa.pub) %
EiE7vy7O0—K(3/4)

N

¥cygwin64¥home¥XXXX¥.ssh¥id_rsa.pub

PCOERTEIZL>THDIGAAIIEDLYET (FREIFFHREZIHART)
LinuxMD1F & /home/XXXX/.ssh/id_rsa.pub F£f=I& ~/.ssh/id_rsa.pub
PowerShellD15 & : C:¥Users¥XXXX¥.ssh¥id_rsa.pub

WSLD 5 E: ¥¥wsl.localhost¥OSname¥home¥XXXX¥.ssh¥id rsa.pub

EELF5|1EIWisteriaREk )



@ 2B Z % (id_rsa.pub)

N

1. BERICAHRILE=6CCIZRRESNS
2. BREADLHARER T -HIRTES (EHD
NEIREEZERTIEE)

EELF5|1EIWisteriaREk )



2024/1/19

@PChioad A2 (1/2)

$ ssh t00XYZ@wisteria. cc. u-tokyo. ac. jm

The authenticity of host ‘wisteria.cc.u-tokyo.ac. jp’ can't be established.
ECDSA key fingerprint is SHA256:/XXXXX ---

Are you sure you want to continue connecting (yes/no/[fingerprint]

Warning: Permanently added ‘wisteria.cc.u-tokyo. ac. jp° to the list o nown
hosts. Your Passphrase

Enter passphrase for key ' /home/nakajima/. ssh/id_rsa’ :

1. ssh t00XYZ@wisteria.cc.u-tokyo.ac.jp <Return>

2. yes <Return>
3. BERRICITEA A =Passphrase <Return>
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@PCHh5AT 142 (1/2) (2[=

$ ssh t00XYZ@wisteria. cc. u—tokyo. ac. j

27

B L

%)

Enter passphrase for key ' /home/nakajima/. ssh/id_rsa'm

1. ssh t00XYZ@wisteria.cc.u-tokyo.ac.jp <Return>

2. BERRICITEAAEPassphrase <Return>

EELF5|1EIWisteriaREk )
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@PChioOT A2 (2/2)

Wisteria/BDEC-01 Information Date: May. 14, 2021

Welcome to Wisteria/BDEC-01 system
* 08erat|on Sched A AL

ule
5/14§Fr|§ 10: OO - 05/28§Fr|§ 09:00 Normal Operation B, SEDAMT

85/24 Mon) 09:00 - 05/24 (Mon) 17:00 HPC Challenge (Odysse

5/98 (Fri) 09:00 — 05/28 (Fri) 22:00 System Maintenance ERAPEA2GYAZ =
05/28(Fri) 22:00 - Normal Operation ILEERERINS

For more information about this service, see
https://www. cc. u-tokyo. ac. jp/supercomputer/schedule. php

* How to use _ ,
Users Guide can be found at the User Portal (https://wisteria-www.cc.u-tokyo

.ac. jp/)
If you have any questions, please refer to the following URL and contact us:

https://www. cc. u-tokyo. ac. jp/supports/contact/ ZOURL (B (=%
Last login: Mon May 17 10:04:54 2021 from 133. 11.59. 131 TOALGNE

[t00XYZ@wisteria06 ~1$
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SSHZA RS REED F IR (1/4)
OPC.L TR & - 2 B8 {F Ak

$> ssh-keygen -t rsa

id_rsa
FuZ #/Private Key

+ Passphrase

id_rsa.pub
/N BRSE/Public Key

EELF5|1EIWisteriaREk )

29



2024/1/19

SSHBGAREFEEE D FIE (2/4)

@R /NAVHR—E I Y ALhADOOT LY

Q
B X
— 9 (&)
S
tXYZ2ZZ to
+ Password ncz
. Q
id_rsa 5 ©
+ Passphrase tABCCC + &
+ Password o=
id_rsa.pub o

/NEA%E/Public Key

isteria=2iE% |

012109 ¢
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SSH SR EREE D FIIFE (3/4)

@/ A% (id_rsa.pub) D& §%
BRILARRBREEROR /(B FATEE

id_rsa.pub

Q
2 FAgE/Public Key 5 v
5o
& OBCX
id_rsa.pub
id rsa 2 FA#E/Public Key

FuaZ #/Private Key

+ Passphrase

Q
s ©
28
£0
o
0_3

isteria=2i#% |
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SSH AR EEFED FIE (3/4)
@/ Bk (id_rsa.pub) D&%
BICLABRBEERO R/ (&R T HE

id_rsa.pub
ABRSE/Public Key

id_rsa.pub
ABRSE/Public Key

o

Portal Site
(0] =109, ¢

o

id_rsa

*’E%-" ﬁ?;/Priva te Key —

+ Passphrase

P

(V]
s ©
gy
£0
O
S=

Odyssey
isteria3Ei% |

32
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33

SSH AR

LD F|R (4/4)

@PCHBSR/Na~ADOAT A
&% (id_rsa) +Passphrase

a o

id_rsa h
8 /Private Key 0]=109 ¢

+ Passphrase

$> ssh tABCCC@wisteria.cc.u-tokyo.ac.jp G id_rsa.pub
ABRSE/Public Key

id_rsa h

225/ Private Key

Odysse
+ Passphrase B2 3|2 WisteriaR )




2024/1/19

SSH Public Key Authentication

SSH A EEEE
) SSH= Secure Shell
* id_rsa

— Private Key (8% ##) :PCLt
- XFBYTHE IITLTHLZE
o D AITIESTIELNMFARLY
o ERMIZIZERLI=ESFALaAE—L-YRBEITAEE LA E
* id_rsa.pub
— Public Key (22 F##) : X/xa> &
— JF—T[EE, D AlZe-mail TEAZEH AR
- LLEBOPCHBR/avIcATLUTHIHERIL,
ZPCZLICT AR -MFHR 1D RF%Essh-keygenIZ&k>TIERK
— FRNAVICHEBOABRRESRRIT HLIIATEE
— ZN\AV EDORARBDOS5D—DOHPCLEDIFZEHE +Passphrasel &<y
FIHEERSINDEQAT AU TED

EELF5|1EIWisteriaREk )
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SSHAAGREEE D FIE (4/4)
@PCHBSR/Na~ADOAT A
&% (id_rsa) +Passphrase

id_rsa id_rsa.pub
2258/ Private Key g /A BASE/Public Key
+ Passphrase
OBCX
id_rsa id_rsa.pub
L HpE 2 Private Key /N BfSE/Public Key

+ Passphrase
Odyssey
HLTLFE |EWisteria=Zig |

35
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FHOPCHALR/NAVAOTAMUTBIES
[CIXBPCTI AR -FMERIORTIER

$> ssh-keygen -t rsa _
G id_rsa.pub
ABRSE/Public Key

G id_rsa.pub
ABRSE/Public Key

Portal Site
(0] =109, ¢

id_rsa
2 8/ Private Key

+ Passphrase

(oh)
= ©
2o
£0
o
0_3

id_rsa.pub
2ABRSE/Public Key

36
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RANNAVIZIFEROLOFRBERBETES

$ cod .ssh
$ |s authorized_keys IEEUENI T Ir0 MG IS oy oWt/ Fya V-3 ey (N e

_ WD, CDIT7AILDEAIZFT-72 2 BHE (new_public.key)
ALTdeT JZeEL ey E MR ZENTES,

$ cat authorized_keys

ssh-rsa

HGCAB3NzaG1yc2EAAAABIWAAAQEATrOHr 8M1J1JB02n9S0GAMOxzGCwh3PpcdJo/Z80Dr 6HCAXhb
KzHAOQ i bRMJFCwDJCRGNJ 1Y i HEYHWzouuXGNa9teso7aXYkg2Pxb076C60ZCPoLqgf/ jARgnUSn jH
J4UgmDd | QWaAks+q,/2ExOw jBB6GZmaHGi jTx imOFGiM1D1780HKHC8pFz jvP2kT9yRvykvOVv I G
10VY i+5CawYfuROiRB jfUS47RS01Cz jNP20pY057DUCTOv+/8B1+11wi Ib jKQH juNp5Xuc | FfFd
GaﬁfJchD/sBSsttYfz80xszmN8pVechjd//qudYYHmLAKUE20H8MnBIRyprGVie6w64
ssh-rsa
AAAAB3NzaC1yc2EAAAADAQABAAABAGDa6 InmOYYaCrW jQDuk j iNEfdW8veUwdJyZtEI30DuOA28e
ey6pOwbt17JB09xn11707HG4yYvOM81+/n | AHY5tAfJ | y0dsPz jTgdTBLdgi3cST5pWEY6U96ya
ErOEi8Wge1HkXrhcwU jGDVTzvTORefe6zLdRz iL/KNmmesSQfR51sZ/ ihs jMgFxGaKsHHqg/IErC
tHITI1f9V/Ds2y j6vkAaWH6asBn+ZsRiRFvwHPhkYAnp/ j3LY6b8QTqg0p4WZRenh/HgySWTYIGi
8x67VzMaUIm9q|KOQFMCaK2r i vX1fmbwyWJ/vrWDqiek6YXoxLDu+GPeQ4CPvxJcZngF9gf3

$ cp authorized_keys tmp
$ cat tmp new_public. key > authorized_keys
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HANAVIZEROREZEFT S

a id_rsa.pub
ABRSE/Public Key

(012109 ¢

@
—
N
-
=

o
o

G id_rsa.pub
id_rsa 2\ BRS/Public Key
M Private Key

+ Passphrase

Portal Site
Wisteria

id_rsa.pub
2ABRSE/Public Key

39
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PCHSOF LY

$ ssh tVWXYZ@wisteria.cc.u-tokyo.ac.jp

Enter passphrase for key '/home/user'/.ssh/id_r'sa:m

1. ssh tVWXYZ@wisteria.cc.u-tokyo.ac.jp <Enter>
2. B4 RREIC3ITHIA A Passphrase <Enter>




$ pwd

/home/tVWXYZ

$ cd /work/gteo/tVWXYZ
$ pwd

/work/gtee/tVWXYZ

d " ~
§ = 1. 04 42 L1 Thome/tVWXYZ1IZ A

5
AL IIYAVV VAP 2. /homelEPaTETICHERZLND T
[ lwork/gt00/tVWXYZ1I=F8 813 5 &




Copy:PC to Wisteria

$ scp ./a.dat tVWXYZ@wisteria.cc.u-tokyo.ac.jp:

PC_E M Current DirectorylZ# Bl a.dat | ZWisteriaDE— LT 4L IR (/home/tVWXYZ) DT
[CaE—9 5

$ scp ./a.dat tVWXYZ@wisteria.cc.u-tokyo.ac.jp:/work/gtee/tVWXYZ/test/

PC_E M Current DirectorylZd B a.dat | ZWisteria EDT LRI /work/gt00/tVWXYZ/test |
D TFICaE—9 53

$ scp -r ./testL tVWXYZ@wisteria.cc.u-tokyo.ac.jp:

PC_E M Current Directory FIZH AT AL IR TtestL | B UF D B & WisteriaDh— LT a4
k1) (/home/tVWXYZ) D TFIZOE—9 %

$ scp -r ./testL tVWXYZ@wisteria.cc.u-tokyo.ac.jp:/work/gt0o/tVWXYZ/test

PC_E®MCurrent Directory FIZH DT ALk TtestL | RUF D HZEWisteria LD T4L IR
[ /work/gt00/tVWXYZ/test |D FIZaE—9 3




Copy:Wisteria to PC

$ scp tVWXYZ@wisteria.cc.u-tokyo.ac.jp:~/a.dat ./

WisteriaDv— LT 1Lk (/home/tVWXYZ) FIZdH Sl a.dat %, PC_EDCurrent Directory TIZ3
E—9 %

$ scp tVWXYZ@wisteria.cc.u-tokyo.ac.jp:/work/gtoe/tVWXyYz/test/a.dat ./

Wisteria E DT 4L 2T /work/gt00/tVWXYZ /test/ | FIZ&H A a.dat|ZPC_E D Current Directory
[ZHDT«4LYRIILIIICOE—T %

$ scp -r tVWXYZ@wisteria.cc.u-tokyo.ac.jp:~/L1 ./

WisteriaDR—LT 4L IR (/home/tVWXYZ) FIZHBDT AL IRIT /home/tVWXYZ/L1 1EFDH H
%, PC_E®MCurrent Directory FIZHDTA«LOZRIIL1JICOE—T 5

$ scp -r tVWXYZ@wisteria.cc.u-tokyo.ac.jp:/work/gtee/tVWXYZ/test/L1 ./

Wisteria L DT 4L kT /work/gt00/tVWXYZ/test/L11EF DB HEPC_E D Current Directory T IZ
HBTALIR)ILIZaE—T 3
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Zoom® #E{ig

ArHoa—K:
https://zoom.us/download#client 4meeting

IDSAT U REEFIZAAR—ILL TSN,

— SE. &EBDZoomT7 AN BB EIIHYFEE A,

AR =IVEHDAIE. T wmF/N—2aVITEH LTS,
— 113 187, 5.17.2

— IN—2a U5 THWEEETEZEA!

ELNA:

https://utelecon.adm.u-tokyo.ac.jp/zoom/how_to_use



https://utelecon.github.io/zoom/how_to_use
https://utelecon.adm.u-tokyo.ac.jp/zoom/how_to_use
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« BRIGEICIE, SlackZEELVET,
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